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Altman Technologies’ Pcounter wins
Environmental Product of the Year

Technology solutions company Altman
Technologies has been elevated to
Four-Star status within The Green
Organisation, one of the country’s
leading environmental groups. The
company has also been voted Winner
of the Environmental Product of the
Year in the Network Computing Awards
for its Pcounter printing/photocopying
accounting and control product.

Pcounter eliminates waste and misuse
of printed output as well as providing
centralised management and reporting
for all print and copy activity - fitting all
types of environment from commercial
organisations and multi-campus
universities to single printer cost control
within primary schools.

Read more about Altman Technologies
and how Pcounter can help you become
more environmentally friendly here.

For more information on Altman
Technologies solutions please contact
Alison Shanahan
Alison.shanahan@rnd.co.uk.

Gartner upgrades Stonesoft in IPS
Magic Quadrant

Leading IT industry analyst firm Gartner
has positioned Stonesoft in the Niche
Players quadrant in the Network Intrusion
Prevention System (IPS) Appliances
Magic Quadrant report.

Stonesoft’s offering of StoneGate IPS
appliances — for both physical and virtual
environments — includes built-in high
availability technologies, transparent
(layer-2) firewall capabilities, and SSL

inspection for both client- and server-side
protection.

Previously, Gartner positioned Stonesoft
solutions in the Challengers quadrant

in the Magic Quadrant for Enterprise
Network Firewalls report published in
November 2008.

Read more here.
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RnD awarded upgraded Symantec
technical status

RnD Systems Integration has been
accepted into the new Symantec
Technical Assistance Partner Program
(TAPP). Managing Director Dave

Morris said: “This will ensure access

to increased levels of knowledge and
support for all the Symantec solutions
we deploy and provide a better standard
of service for our clients.” Membership
of the exclusive program is based on
commitment to product and the level of
skills within an organisation.

Read more here.

Citrix XenServer....free reign!

Citrix has claimed its recent decision to
make XenServer 5.5 a free product has
been vindicated by the fact as many as
100,000 companies and individuals have
downloaded it so far.

Read more and download it here.

SonicWALL granted EAL4
accreditation

SonicWALL has announced that the
Network Security Appliance (NSA)
series product line in combination with
SonicOS v5.0.1 has earned Common
Criteria Evaluation Assurance Level 4
certification.

EAL 4+ is one of the highest mutually
recognised certifications in the
networking industry and now applies to
SonicWALL's NSA E7500, E6500, E5500,
5000, 4500 and 3500.

Read more here.


mailto:alison.shanahan@rnd.co.uk
http://www.altman.co.uk/printmanagement/index.php
http://www.stonesoft.com/en/press_and_media/releases/us_english/2009/29042009.html
http://www.symantec.com/en/uk/partners/sales-and-marketing/smb-partners/tapp.jsp
http://www.citrix.com/English/ps2/products/feature.asp?contentID=1686939
http://www.sonicwall.com/uk/

G
Solutions update

New StoneGate FW-5105 and IPS-6105
high performance appliances

StoneGate”

RnD and Networks First: Solving
business challenges and avoiding
network downtime

G
Solutions update

osense

ESSENTIAL INFORMATION PROTECTION™

The Websense V10000 appliance
platform offers:

3

i &= Clients i [—— Internet
Websense launches new V10000 Web

Security Gateway Appliance ‘ ‘

Sample Network Diagram

! EE=EEEE) ??Fﬂ%;. J



mailto:alan.clarke@rnd.co.uk
http://www.stonesoft.com/en/press_and_media/releases/en/2009/01072009.html
mailto:dave.morris@rnd.co.uk
mailto:alan.clarke@rnd.co.uk
mailto:alison.shanahan@rnd.co.uk
http://investor.websense.com/releasedetail.cfm?ReleaseID=375548

G
RND guides

Virtualisation: Citrix XenServer or
VMware vSphere?

1] vimware

Server

Citrix XenServer is a free-of-charge
virtualisation platform and includes
XenCenter, a multi-server management
console. In addition, Citrix offers advanced
management capabilities in Citrix
Essentials for XenServer product line.

VMware vSphere is a server
virtualisation platform that includes the
VMware ESX hypervisor and associated
management tools. vSphere servers are
managed from vCenter Server, VMware’s
multi-server management console.

These are two of the leading server
virtualisation products on the market. As
this comparison will illustrate, XenServer
is a powerful and feature-rich alternative
to VMware and distinguishes itself in

a number of areas—including its open
architecture, performance, storage
integration and total cost of ownership.

System architecture

Both products feature bare metal or

Type 1 hypervisor technologies that are
installed directly onto physical servers
without requiring a host OS. VMware ESX
has been on the market the longest and
its first generation architecture predates
virtualisation-aware operating systems
and processors. ESX’s approach to
virtualisation can best be described as
binary translation: each OS request to the
processor is intercepted and translated
into a virtualisation-friendly instruction.

The architecture of XenServer is quite

different from VMware and is built on the
open-source Xen hypervisor, which is the
basis for nearly two dozen commercial
virtualisation products and the engine
powering the world’s largest virtualisation
deployment, the Amazon Elastic
Compute Cloud. Instead of using binary
translation like VMware, XenServer uses
a combination of para-virtualisation and
hardware-assisted virtualisation, which
allows a guest OS to be fully aware that
it is being run on virtualised hardware.
This collaboration between the OS and
the virtualisation platform provides highly
optimised performance.

XenServer hypervisor architecture

With XenServer, all virtual machine
interactions with the hardware are
managed through the Domain 0 control
domain, which itself is a specially
privileged virtual machine running on
top of the hypervisor. Domain 0 runs a
hardened, optimised instance of Linux.
It’s important to recognise that to the
administrator, Domain 0 is part of the
overall XenServer system and requires no
additional installation or management.

Domain 0 enables XenServer to leverage
standard open-source Linux device
drivers, resulting in extremely broad
hardware support. Because of this
design, XenServer can even run on
laptops or workstations —systems on
which VMware’s proprietary drivers are
much less likely to function.

XenServer has a straightforward
installation process, often referred to

as the ‘10 minutes to Xen’ experience.
XenServer is installed on the host
systems using a CD or network-based
installation process. The XenCenter
GUI-based administration console is then
installed on any Windows PC or server.

System configuration information is
kept in an internal data store within

the XenServer control domain and is
replicated across all servers that are
managed together (forming a resource
pool) to maintain high availability of the
core management services. As a result
of this architecture, a separate database
server is not required for the core
management functions.

Similar to XenServer, the VMware ESX
hypervisor is installed on the host servers.
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VMware uses vCenter Server for multi-
server management and configuration.
vCenter Server runs as a Windows
service on a separate management
server and requires a third-party database
for storage and management of host
system configurations. For redundancy
and availability of the core management
services, VMware recommends the
addition of clustering software such as its

vCenter Server Heartbeat add-on product.

Guest OS support

VMware and XenServer both support
the most popular Windows and Linux
OSs, including Windows XP, Vista,
Windows 2000, 2003 and 2008 Server,
Red Hat Linux, SUSE Linux and others.
In addition, VMware ESX supports some
flavours of BSD, Sun Solaris and Novell
Netware. VMware and XenServer are
both certified for Windows according to
the requirements of the Microsoft Server
Virtualisation Validation Program (SVVP).
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Virtual machine backup and recovery

XenServer and VMware both offer VM
shapshot capability for basic backup
and recovery needs. XenServer extends
the agent-based approach for Windows
VMs through the enablement of a
XenServer-specific Volume Shadow-copy
Service (VSS) provider. When a backup
agent makes a call to the Windows VSS
provider, the XenServer VSS provider
intercepts it and redirects it to perform a
disk-level snapshot. This snapshot is a
differential copy and can take as little as
five seconds to complete.

VMware offers a feature called Data
Recovery in vSphere for backup of virtual
machines. Data Recovery is a plug-in for
vCenter Server that schedules regular disk
snapshots for virtual machines. Some
customers see this as an alternative to
traditional agent-based approaches;
however, Data Recovery does not offer
application-level awareness, which is often
cited by customers as a reason to use
agent-based solutions for workloads such
as SQL Server, Oracle, Exchange and
Active Directory.

Disaster recovery

XenServer and VMware both support multi-
site deployments, whereby VMs can be
made available in primary and DR sites. In
each case, the virtualisation solution relies
on SAN-based replication technologies

to keep VM files and configuration data
current at a backup location.

High availability and fault tolerance

Both VMware and XenServer have high
availability features that offer granular
policies governing the behaviour of
specific VMs after a host failure. VMware
also includes fault tolerance, a feature
that maintains mirrored instances of
virtual machines running on separate
hosts which can maintain continuity of
the workload in the event of a failure.
XenServer can be augmented with
leading third-party products such as

Marathon Technologies and Stratus to
deliver VM fault tolerance.

VM load management

VM load management ensures that a VM
is started up on the host most suitable
for the VM workload and also performs
ongoing management of the location of
VMs running in a pool of host servers.
XenServer includes Workload Balancing
(WLB), which captures data such as CPU,
memory, disk I/O and network I/O on the
hosts and virtual machines to guide the
initial and ongoing host location for virtual
machines. VMware offers DRS, a feature
that guides the initial VM placement as
well as semi- or fully-automated load
management of VMs using its Distributed
Resource Scheduler (DRS) feature.

Provisioning services

XenServer includes unique provisioning
services features for virtual machines.
This technology allows users to set up

a library of server workloads and stream
them on-demand to multiple virtual or
physical servers within the data centre.
Provisioning services enable multiple
virtual machines to share a single
workload image, resulting in streamlined
administration as well as significant
storage savings. Provisioning services are
a unique feature that simply must be seen
to be fully appreciated—there is nothing
else on the market quite like it.

The above is an extract from a recent
white paper commissioned by Citrix, the
full version of which is available upon
request from Alan Clarke,
alan.clarke@rnd.co.uk.

CITRIX
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Providing effective disaster recovery Replication

Double-Take

Z—Double-Take
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